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Course Introduction

This 5-day intensive program prepares professionals for advanced
concepts of Cisco Certified Internetwork Expert Security (CCIE
Security).

It focuses on enterprise security design, implementation, and
troubleshooting using Cisco technologies, with strong emphasis on
hands-on labs and real-world scenarios
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Target Audience

v Network & Security Engineers
v Security Consultants
v CCNP Security certified professionals

v IT professionals working in large-scale environments
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Learning Objectives

v Design and secure enterprise network architectures

v Configure and manage Cisco Firewalls (ASA & Firepower)

v Implement secure VPN solutions (Site-to-Site & Remote Access)
v Deploy Identity & Access Control using ISE

v Apply infrastructure security best practices

v Troubleshoot complex security environments
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CCIE Security

Course Outline

Y DAY 1

Firewall Technologies

v Cisco ASA fundamentals
v Firepower (FTD & FMC)
v Access policies, NAT, IPS

v Lab: Firewall configuration
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CCIE Security

Course Outline

Y DAY 2

VPN Technologies

v IPsec VPN fundamentals

v Site-to-Site VPN

v Remote Access VPN (AnyConnect)
v DMVPN / FlexVPN overview

v Lab: VPN setup & troubleshooting
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CCIE Security

Course Outline

Y DAY 3

Identity Services

v Cisco ISE overview

v AAA & 802.1X

v Network access control
v Segmentation basics

v Lab: ISE policies
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CCIE Security

Course Outline

DAY 4

Advanced Security & Troubleshooting

v Threat detection & protection
v Monitoring (Syslog, NetFlow)
v Troubleshooting techniques
v Full lab scenario (CCIE style)

v Mock lab exam
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CCIE Security

Course Outline

Y DAY 5

Troubleshooting techniques

v Full lab scenario (CCIE style)

v Mock lab exam
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CCIE Security

FROM TO DURATION FEES LOCATION

May 10, 2027 May 14, 2027 5 days 2150.00 $ Virtual , Online
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