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Course Introduction

This 3-day program prepares participants for foundational
cybersecurity knowledge aligned with Palo Alto Networks
Certified Cybersecurity Associate (PCCSA).

It introduces core cybersecurity concepts, network security
principles, and Palo Alto ecosystem fundamentals including modern
threat landscapes and security operations.
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Target Audience

v Entry-level cybersecurity professionals
v IT support and network engineers
v Fresh graduates in IT / Security

v Anyone starting a career in cybersecurity
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Learning Objectives

v Understand basic cybersecurity principles and threats

v Identify different types of cyber attacks and malware

v Understand network security architecture

v Learn fundamentals of Palo Alto Networks security solutions

v Apply basic security best practices in enterprise environments
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Palo Alto Networks Certified Cybersecurity Associate (PCCSA)

Course Outline

Y DAY 01

Cybersecurity Fundamentals

v Introduction to cybersecurity concepts

v Types of cyber threats and attacks

v Malware, phishing, and social engineering
v Security principles (CIA triad)

v Lab: Threat identification scenarios
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Palo Alto Networks Certified Cybersecurity Associate (PCCSA)

Course Outline

v Day 02

Network Security Basics

v Network security architecture

v Firewalls and security controls

v VPN basics and encryption concepts

v Introduction to Palo Alto Networks ecosystem

v Lab: Basic security policy understanding
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Palo Alto Networks Certified Cybersecurity Associate (PCCSA)

Course Outline

v Day 03

Security Operations & Defense

v Threat prevention concepts

v Security monitoring and logging basics
v Incident response fundamentals

v Overview of SOC operations

v Final review & practice questions
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Palo Alto Networks Certified Cybersecurity Associate (PCCSA)

FROM TO DURATION FEES LOCATION

May 24, 2027 May 26, 2027 3 days 1550.00 $ Virtual , Online
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