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Course Introduction

Cisco Application Centric Infrastructure (ACI) is a modern Software-
Defined Networking (SDN) solution that simplifies data center
operations through centralized policy-based automation. ACl enables
organizations to deploy, manage, and secure applications more
efficiently by integrating networking, security, virtualization, and
cloud services into a unified architecture.

The solution is built around the Cisco Nexus 9000 Series switches
and the Cisco APIC (Application Policy Infrastructure Controller),
providing scalability, aqgility, and operational consistency across
physical, virtual, and cloud environments.
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Target Audience

v Network Engineers and Administrators
v Data Center Engineers

v Network Architects

v Systems Engineers

v Cloud Infrastructure Engineers

v IT Operations Professionals

v Technical Consultants responsible for data center networking
solutions
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Learning Objectives

v Understand Cisco ACI architecture, components, and deployment
models.

v Explain the role and functions of Cisco APIC.

v Configure ACI fabric infrastructure and policies.

v Design tenant, application, and endpoint group (EPG) structures.
v Implement network segmentation and security policies.

v Integrate ACI with virtualization and cloud platforms.

v Monitor, troubleshoot, and optimize ACI environments.

v Apply best practices for scalable and resilient ACI deployments.
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Cisco ACI (Application Centric Infrastructure)

Course Outline

Y DAY 01

Cisco ACI Fundamentals and Architecture

Module 1: Introduction to Cisco ACI

v Evolution of Data Center Networking
v Software-Defined Networking (SDN) Concepts
v Business Benefits of Cisco ACI

v ACl Use Cases and Deployment Scenarios
Module 2: ACI Architecture

v Spine-and-Leaf Fabric Design
v Cisco Nexus 9000 Series Switches
v Cisco APIC Architecture

v Policy-Based Networking Concepts
Module 3: ACI Fabric Components

v Nodes, Fabrics, and Controllers
v Endpoint Learning and Connectivity
v VXLAN Fundamentals



v ACI Object Model Overview
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Cisco ACI (Application Centric Infrastructure)

Course Outline

v DAY 02

Policy Model and Configuration

Module 4: Tenant and Application Design

v Tenants, VRFs, and Bridge Domains
v Application Profiles
v Endpoint Groups (EPGs)

v Contracts and Filters
Module 5: Network Policies

v Policy-Based Connectivity
v Service Graphs
v Quality of Service (QoS)

v Multitenancy Concepts
Module 6: Security in ACI

v Micro-Segmentation
v Contract-Based Security

v Access Policies



v Endpoint Security Considerations
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Cisco ACI (Application Centric Infrastructure)

Course Outline

Y DAY 03

Integration, Operations, and Troubleshooting

Module 7: Integration with Virtualization and Cloud

v VMware vSphere Integration
v Microsoft Hyper-V Integration
v Kubernetes and Container Networking

v Hybrid Cloud Connectivity
Module 8: Monitoring and Operations

v APIC Monitoring Tools
v Fault Management
v Health Scores and Analytics

v Operational Best Practices
Module 9: Troubleshooting Cisco ACI

v Troubleshooting Methodology
v Endpoint Connectivity Issues

v Contract and Policy Verification



v Fabric Health Troubleshooting

Course Review and Assessment

v Review of Key Concepts
v Design Recommendations
v Best Practices Discussion

v Final Q&A Session
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Cisco ACI (Application Centric Infrastructure)
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